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Data Breach Policy & Log Template
Organisation: Solent Youth Coaching
Data Controller: Emma Mason
Contact: emma@solentyouthcoaching.co.uk
Date Updated: October 2025

1. Purpose
This policy explains how Solent Youth Coaching will identify, record, and respond to any incident involving the loss, misuse, or unauthorised access to personal data.
It ensures compliance with the UK GDPR and Data Protection Act 2018, and helps protect the rights and safety of individuals.

2. What is a data breach?
A personal data breach is any incident that results in:
· Unauthorised access, sharing, or loss of personal data
· Accidental or unlawful destruction or alteration of personal data
· Disclosure of data to someone who shouldn’t have access
Examples include:
· Lost or stolen paper files or devices
· Emails sent to the wrong person
· Unauthorised sharing of wellbeing or medical information
· Systems being hacked or compromised
3. Our response process
Step 1 – Identify and contain
· Assess what data is involved and how many people are affected.
· Immediately secure any systems, paper records, or devices involved.
· Stop any further unauthorised access or sharing.
Step 2 – Record
· Log the incident in the Data Breach Log (see template below).
· Include what happened, when, who discovered it, and what action was taken.
Step 3 – Assess risk
Ask:
· Could this breach cause harm, distress, or risk to individuals (e.g. identity theft, embarrassment, loss of trust)?
· Does it involve special category data (e.g. health, wellbeing)?
If yes → treat as a serious breach.
Step 4 – Report if necessary
· Serious breaches must be reported to the ICO within 72 hours of discovery:
 www.ico.org.uk → Report a Breach
· If the breach is likely to cause harm or distress, inform the affected individuals promptly, explaining what happened and what action has been taken.
Step 5 – Review and prevent
· Identify what caused the breach.
· Take steps to prevent it happening again (e.g. training, better storage, updated policy).
4. Roles and responsibilities
· The Data Controller ([Your Name]) is responsible for:
· Managing all data breaches
· Assessing whether to report to the ICO
· Communicating with affected individuals
· Keeping breach records up to date
All staff or volunteers must report any suspected breach immediately to the Data Controller.
5. Data Breach Log Template
	Date
	Description of incident
	Type of data involved
	No. of people affected
	Actions taken
	Reported to ICO? (Y/N)
	Date reported / reason not reported
	Follow-up / prevention steps

	
	
	
	
	
	
	
	


Keep this log even if the breach is minor and not reported to the ICO — it demonstrates compliance and accountability.
6. Review
This policy will be reviewed annually or after any breach.
Next review due: October 2026
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